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By Dave Pelland, Managing Editor, Technology Insider  

Operators of online multiplayer games are battling cheaters, hackers, and other 
miscreants who chase away legitimate players and increase support costs.  

"When multiple players are competing in an online environment, many avenues exist to 
hack the game to the unfair advantage of the hacker," says Tony Ray, president of 
security software provider Even Balance Inc.  

While piracy and hacking have long been problems for game and software publishers, 
multiplayer online games exacerbate the challenge. The most elaborate game services, 
such as Microsoft's XBox Live or Sony's Everquest, can host thousands of players at 
once. Most require subscription fees that range between $6 to about $15 a month.  

According to research firm Yankee Group, the global market for online games is 
expected to reach $1.1 billion by 2008, a three-fold increase from 2004.  

In addition to generating additional revenue, Steven Davis, chief executive of security 
firm IT Global Secure, says an online component to a game can increase its sales 
between 10 and 40 percent and extend its shelf life. 

But game services are falling under attack from hackers and cheaters trying to avoid 
subscription costs, cheat, or harass and taunt fellow players in what is known as 
"griefing." 

Graham Cluley, senior technology consultant for antivirus firm Sophos Inc., says hackers 
are stealing keys and registration information to either "stay alive" longer or give 
themselves more attributes within the game.  

In late January, for instance, Sophos said a Trojan horse variant, LegMir-Y, was 
launched to steal user names and passwords from the multiplayer online game 
"Lineage."  

So far, most of the gaming-related exploits haven't included stealing other types of 
personal information. 

"A lot of these attacks are accomplished by capturing keystrokes of people visiting 
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gaming sites," Cluley says. "As far as online banking sites, we haven't that kind of cross-
over yet, but [the effort in] doing so would be relatively trivial." 

Also in January, Microsoft said "thousands" of players were expelled from the XBox Live 
service for unsavory behavior including cheating and making offensive comments to 
other players.  

Such behavior dilutes the community aspect that the games depend on for growth, Davis 
says. Not only are irritated customers more likely to cancel their subscriptions, they 
probably won't recommend a game to friends.  

"Who wants to play a game that's frustrating and unfair because people are cheating?" 
Davis says. "Cheating and griefing can have a really negative impact on product sales."  

In addition, Davis says, griefing can increase a game's technical support costs up to 25 
percent as customers complain about apparent defects in the game caused by hackers 
and cheaters. 

Davis says another popular cheating technique is "speed hacks" that allow players to 
send commands faster than competitors or to slow down a game to give them extra time 
to react to other players' movements.  

In response to the griefing challenge, game developers are turning to numerous security 
technologies. For instance, EvenBalance's PunkBuster software acts like antivirus 
protection, scanning the memory of players connected to servers to search for patterns 
of known cheats. 

In addition, Ray says, PunkBuster allows game administrators to search for customized 
exploits by grabbing screenshots from suspected cheaters or to verify that players are 
using authentic game components instead of files that have been modified to exploit the 
game. Depending on the specific game's policies, accounts can be closed for severe or 
persistent violations. 

IT GlobalSecure has created software named SecurePlay that allows developers to 
embed cryptographic security algorithms into their game code to ensure, among other 
things, that game events are random and players aren't altering the game's timing. The 
company also validates the legitimacy of software to help reduce piracy.  

"These are building blocks developers can use to improve game security," Davis says. 
"We're not going to solve every problem, but we can solve a lot of them." 

Sophos' Cluley suggests the problem could be reduced if game publishers did more to 
inform users about security, including firewalls and patches. But Ray says security 
remains a distant afterthought for most computer users.  

"People hear about cool new programs from their friends and use them without even 
thinking about the security implications," Ray says. "I don't think that is going to change, 
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no matter how educated the gaming public becomes with regard to security issues." 

Cluley says most of the attacks so far have been aimed at PC-based games using the 
Windows operating system, in part because hackers are familiar with it. 

"Most of these [hackers] realize lots of people are running Windows computers and often 
they're poorly protected," Cluley says "They don't need to go after more obscure 
operating systems where they have to put in more effort to learn how to attack them." 

But EvenBalance's Ray says this distinction is likely to be short-lived as online gaming 
becomes more popular among console game players. 

"A console is just a computer that doesn't really look much like a typical computer," Ray 
says. "I'm pretty sure the lines will continue to blur in the near future." 
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